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BlueBreak

Project BlueBreak

BlueBreak is all about the Bluetooth. Understanding by breaking it. Working with the
Description |protocol via libraries, building ©antenna's to increase the range of a standard device
or mapping the world of Blutetooh access points. No limits have been set.

Status Running
Contact prometheus & metalgamer
Participants:

Blutooth

Ubertooth

The Ubertooth is an Open Hardware & Source project, that aims at experimenting and learning about
the Bluetooth technology.

More information about software and operating can be found here.

EX=aM[D

akn| 7] () | ransimaoscasck

PO Z2pHTSUTDN \E} :\.\:.- A1 THCTE S O0NE0

PR BaELeEEEL | (5] (E) | Palig)DoD MOSOAOS!
" e

Utsniedts One 1961 Poadap

Ubertooh One r161 Roadmap

Hardware Hacking

e How to increase a Bluetooths' antenna range?
References

Bluetooh

e How Stuff works - Bluetooth
e Bluetooth - Specification: Adopted Documents
 Bluetooth Specification - Bluetooth Technology Overview

Chaos Computer Club Létzebuerg - https://wiki.c3l.lu/


https://wiki.c3l.lu/doku.php?id=user:prometheus
https://wiki.c3l.lu/doku.php?id=user:metalgamer
http://ubertooth.sourceforge.net/
https://wiki.c3l.lu/doku.php?id=projects:bluebreak:ubertooth
https://wiki.c3l.lu/lib/exe/fetch.php?media=projects:bluebreak:ubertooth:ubertoothone_roadmap.png
https://wiki.c3l.lu/lib/exe/fetch.php?media=projects:bluebreak:ubertooth:ubertoothone_roadmap.png
http://ubertooth.sourceforge.net/hardware/one/
https://wiki.c3l.lu/doku.php?id=projects:howtos:increase-bt-antenna-range
http://www.howstuffworks.com/bluetooth.htm
https://www.bluetooth.org/Technical/Specifications/adopted.htm
http://www.thewirelessdirectory.com/Bluetooth-Overview/Bluetooth-Specification.htm
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e http://www.securitytube.net/video/188

Security

DEFCON 17: Bluetooth, Smells Like Chicken

DEFCON 18: Breaking Bluetooth By Being Bored

DEFCON 20: Passive Bluetooth Monitoring in Scapy

Hak5 : Custom Bluetooth Hacking Hardware - Shmoocon 2011
Bluetooth Keyboards: Who Owns Your Keystrokes?

23C3: Bluetooth Hacking Revisited

Bluetooth Specification - Bluetooth Technology Overview
SecurityTuube: Bluetooth Hacking
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