MetaData

The forgotten treasure
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Metadata Is "data about gata’.


https://en.wikipedia.org/wiki/Metadata
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- Happiness.jpg Info

Happiness.jpg
Modified: Today 16:50

¥ General:

Kind: JPEG image
Size: 215.089 bytes (217 KB on disk)
Where: Macintosh HD » Users » » Desktop
Created: Today 16:50
Modified: Today 16:50

Stationery pad
Locked

¥ More Info:

Title: Happiness
Dimensions: 1024 x 749
Device make: NIKON CORPORATION
Device model: NIKON D800
Color space: RGB
Color profile: sSRGB IEC61966-2.1
Focal length: 52
Description: At worlds olde end.
Alpha channel: No
Red eye:
F number:
Exposure program:
Exposure time:
Latitude: 52,1403
Longitude: -10,2687
Keywords: Black and White, Girl, Happy

Name & Extension:
Comments:

Open with:
Preview:

Sharing & Permissicns:




Source: https.//threatpost.com/cabincr3w-hacker-arrested-fbi-040412/76403


https://threatpost.com/cabincr3w-hacker-arrested-fbi-040412/76403
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Distances from starting location (fanhes!

100 PM - 4:00 PM

Source: http.//www.abc.net.au/technology/articles/2015/02/19/4183553.htm


http://www.abc.net.au/technology/articles/2015/02/19/4183553.htm

SSID broadcasting

BSSID STATION

(not associated) PO:CO:CA:61:62:FE
not associated 08:03:D8:67:65:E4

98:02:84 Theobrom # Theobroma Systems CGmbH
98:03:A0 AbbNVPow # ABB n.v. Power Quality Products
98:03:D8 Apple # Apple, Inc.

98:0C:82 SamsungE # Samsung Electro Mechanics
98:0E:E4 Private

98:20:8E Definium # Definium Technologies

98:26:2A AppliedR # Applied Research Associates, Inc

Probes

(:ZyXELO3,SAGEMW48DA,SFR WiFi, NEUF_89E@, EC_Hotspot,Hotel Sabina, HOTEL SABINA,23SaxeC0bourg,DE7QDE786,DELTAPNED




Court of Justice of the European Union

PRESS RELEASE No 54/14
Luxembourg, 8 April 2014

Judgment in Joined Cases C-293/12 and C-594/12
Press and Information Digital Rights Ireland and Seitlinger and Others

The Court of Justice declares the Data Retention Directive to be invalid

It entails a wide-ranging and particularly serious interference with the fundamental rights to respect

for private life and to the protection of personal data, without that interference being limited to what
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is strictly necessary
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Source: Quartier Européen Nord, Kirchberg by sprkig (CC BY-SA 2.0)



https://www.flickr.com/photos/sparklig/2846812066/in/photolist-5kyE3E-391TRa-fMPy9T-nfSiPf-oQcZS8-pwyyUT-gdDD5D-96aHfj-3fc7qa-oxRAZM-oxRjUS-2GFrRz-oQ4Q8p-hPYrWy-5USBNy-4dg3H-qGXi8y-4pjYcb-7Tx3yN-5nYb2q-4U23Si-6mPBMH-4pjQrs-5nTXW8-oxYYt6-5ndT2P-oaFtrL-otVZBH-os9Jom-bGpMh8-4XXt94-oaFDU7-bmJbZd-9chSab-bmJcg9-sdCuRa-hE5oza-bmJcjw-9DGJmy-oNiBa9-oxRoAZ-oxR4Bs-oQkstV-oxQEbR-oxQEp6-oQiBEG-oQ4xNv-oxQQGw-oQksXR-oQiDKU
http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf
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https://www.flickr.com/photos/kneoh/14931652922

Get rid of MetaData?

x Metadata Anonymisation
Toolkit (MAT)

x removes / anonymizes e —te
n -
MetaData

Add Clean Check ear

Filename

» Supported file types:

= .png / .jpeg / .jpg
= -pdf / .Odt / .dOCX j::a%re' LibreOffice 3.3

Writer

x c{C.



https://mat.boum.org/

lTor Browser
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Chaos Computer Club Létzebuerg
“Chaos in the world brings uneasiness, but it also alows the

OppOrtunity for craalivity and growth.” - Tom Barrel

C3L ¢

CHADS COMPYTES CLS

UTZEBUIRS

Trace: - news

o News

Organization

Way too late

It's always the same story. First there needs 10 happen something and become public, before most politicians
will act. At the moment an inconvenient side-effect of poittics, which needs 1o be tacided in the near future

What's now to be tackled once and for all, is this unfettered global surveillance by inteligence services, among

Activities our favorites NSA, GCHQ & BND. All others are meant as well, tough may be not mentioned here.

[

In plain text?
Intelligence services should be banned to history books; in other words: they need 1o be disestablished!

In order to clarify matters, the Luxembourgish govemnment should have called an investigation committee into
life right after the groundbreaking revelations by Edward Snowden

Hopefully they will now.

Their is an entire list of things we could come up with 1o counteract such offenses to the sovereignty of a
country and the European Union. One of them to be done right away: summon the ambassador to the United
of America to one of our responsible Ministers for this subject

y We will follow the future events in this matter closely and also publish an official press release as soon as more
er (GPG/PGP) nformation become avallable and we have positioned ourselves with our member base.
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Initiatives




lTor Browser

Based entirely on Free / Libre Open Source Software
(FLOSS)

Anonymizes your data on a technical level

Used daily by journalists, activists, human rights a,
whistleblowers, privat persons, etc.


https://www.torproject.org/

Further Information

Frénn vun der Enn A.S.B.L.



http://enn.lu

“Even If you re not doing anything wrong, you are being
watched and recorded.”



“We Kill people based
on metadata.”

=S AIREorce General &
former Director-of the NSA




