
MetaData
The forgotten treasure



Founded as an NGO in 2008 

ERFA of Chaos Computer Club 
(Germany) 

Protecting fundamental rights 

+ 25 members 

Founder Association of “Frënn 
vun der Ënn A.S.B.L.” 

http://c3l.lu/

http://c3l.lu/


Educator, Student & Freelance with 
100Komma7 

(h)acktivist with: 

• Chaos Computer Club Lëtzebuerg  
• Frënn vun der Ënn A.S.B.L. 

https://keybase.io/janguth 

#RepairCafé

#FreedomNotFear

#HumanRights

#Ireland
#Journalism

https://keybase.io/janguth






Metadata is "data about data”.

Source: https://en.wikipedia.org/wiki/Metadata

https://en.wikipedia.org/wiki/Metadata






Source: https://threatpost.com/cabincr3w-hacker-arrested-fbi-040412/76403

https://threatpost.com/cabincr3w-hacker-arrested-fbi-040412/76403


Source: http://www.abc.net.au/technology/articles/2015/02/19/4183553.htm

http://www.abc.net.au/technology/articles/2015/02/19/4183553.htm


SSID broadcasting



Source: Quartier Européen Nord, Kirchberg by sprklg (CC BY-SA 2.0)

https://www.flickr.com/photos/sparklig/2846812066/in/photolist-5kyE3E-391TRa-fMPy9T-nfSiPf-oQcZS8-pwyyUT-gdDD5D-96aHfj-3fc7qa-oxRAZM-oxRjUS-2GFrRz-oQ4Q8p-hPYrWy-5USBNy-4dg3H-qGXi8y-4pjYcb-7Tx3yN-5nYb2q-4U23Si-6mPBMH-4pjQrs-5nTXW8-oxYYt6-5ndT2P-oaFtrL-otVZBH-os9Jom-bGpMh8-4XXt94-oaFDU7-bmJbZd-9chSab-bmJcg9-sdCuRa-hE5oza-bmJcjw-9DGJmy-oNiBa9-oxRoAZ-oxR4Bs-oQkstV-oxQEbR-oxQEp6-oQiBEG-oQ4xNv-oxQQGw-oQksXR-oQiDKU
http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-04/cp140054en.pdf


Bulk Collection of MetaData  
ruled illegal by the 

US COURT OF APPEALS  
(May 7th 2015)

Source: Court Room by Karen Neoh (CC BY 2.0)

https://www.flickr.com/photos/kneoh/14931652922


Metadata Anonymisation 
Toolkit (MAT) 

removes / anonymizes 
MetaData 

Supported file types: 

.png / .jpeg / .jpg 

.pdf / .odt / .docx 

etc. 

https://mat.boum.org/

Get rid of MetaData?

https://mat.boum.org/


Tor Browser



Tor Browser

Based entirely on Free / Libre Open Source Software 
(FLOSS) 

Anonymizes your data on a technical level 

Used daily by journalists, activists, human rights a, 
whistleblowers, privat persons, etc. 

https://www.torproject.org/

https://www.torproject.org/


Further Information

Frënn vun der Ënn A.S.B.L. 

http://enn.lu

http://enn.lu


“Even if you're not doing anything wrong, you are being 
watched and recorded.”

— Edward Snowden



“We kill people based 
on metadata.” 

— US Air Force General & 
former Director of the NSA


